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Disclaimer

This document may not be reproduced as a whole or parts of it without the prior written and explicit
consent of LuxTrust S.A. Third party copyrights may exist for parts of this documentation. LuxTrust
S.A. declines all responsibility for direct, indirect, special, incidental or consequential damages to
hardware or other damages somehow related to or resulting from the execution of any advice given in
this document. This document is provided “as is” and no provision is made in terms of fitness for a
particular purpose or applicability. By making use of this document the user accepts using it to its own

risk and understands that this document could not be provided without such limitations.

I Download the LTGRCAZ2 certificate

Please download the root certificate

via the following link %
https://ca.luxtrust.lu/LTGRCAZ2.crt SMLE 1 Dommiasts

and save |t for exam ple to your Organize v Includein fibrary v Sharewith v New folder
“Download” folder. Nifra *
{ Favorites
. . Bl Desktop GILTGRCA2.crt
The File has to be imported later B Dovioss

into the Microsoft Certificate Store

on your computer.

Il Import the certificate

Click the Windows “Start” button in the left side of your screen.

See maore results

Enter in the search field the following request:
'.-c:rtrngr.m',d

certmgr.msc

Once you have entered your request, you will
see under “Programs”: certmgr.msc

Programs (1)

i certrigr.msc

Click with the right mouse button and select the menu
“Run as administrator”.

%) Run as administrator

[&f Edit with Notepad++

Sign and encrypt

}  More GpgEX opticns

#a Scanforviruses

#a Move to Quarantine

Open with...
Pin to Taskbar

Pin to Start Menu

Restore previous versions

Send to

Cut

Copy

Delete

Open file location

Properties
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Fle Action View Help

o 2@ 0 c = E
Within the new windows, please select “Trusted .l

Root Certification  Authorities” and then 4,)’ Certficates - Current User
“Certificates”.

. Personal

Now you’ll see the currently imported certificates. 4  Trusted Root Certfication Au
_ Centificates

. Active Directory User Object
. Trusted Publishers

File Action View Help

e 1@old=HE

@ Certificates - Current User Issued To - Issued By
. . “« e »” » || Personal 4
- AddTrust External CA Root AddTrust External CA Roo
Make a Right-Click on “Certificates”, then |, - 1 ,.cdroot certification . - _
“« » . “ » = @Ealtlmure CyberTrust Root Baltimore CyberTrust Roo
select “All Tasks” and finally “Import” in 5] Certifientar B Cortutm A
order to import the file. . = Interme ey | Class 2 Primary CA
» [ Active D View ¥ ss3 Public Primary Certificat... Class 3 Public Primary Cer
. [ Trusted Refresh pyright (c) 1997 Microsoft C...  Copyright (c) 1997 Micros
res
= tsche Telekom Root CA 2 Deutsche Telekom Root C
» [ Untruste] Export List... on DEVCA
> [ Third-Pa
» 7] Trusted Help iCert Assured ID Root CA DigiCert Assured ID Root (
> (7] Other Peopte =prengiCert Global Root CA DigiCert Global Root CA
» [ Certificate Enrollment Reque|| (51 DigiCert High Assurance EV Ro...  DigiCert High Assurance E
» || Smart Card Trusted Roots [Z/DST Root CA X3 DST Root CAX3

[5D-TRUST Root Class 3 CA22008  D-TRUST Root Class 3 CA
[Z/D-TRUST Root Class 3 CA2EV ... D-TRUST Root Class 3 CA

[5/ECRaizEstade ECRaizEstado
[SalEntrust Root Certification Auth...  Entrust Root Certification
—lr o e e e c o o -

Prm— mﬁ__ﬁi
e

File to Import

Spedify the file you want to import.

On the next window, please click the button
“Browse...”

Eile name:

E Erowse... ;

Note: More than one certificate can be stored in & single file in the followin;
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serizlized Certificate Store ((55T)

Learn more about certificate file formats

< Back ][ Next > ][ Cancel
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Import LTGRCAZ2 into Windows Trust Store

Go to the folder to which you have downloaded e
the file with the certificate at the beginning, e.g. |
Downloads. |

Select the file “LTGRCAZ2.crt” and click on J

“Open”. 4

& Open =
@{j-‘ ' » Downloads 4o i se )
Organize v New folder v 3 ©

475% Favorites

¥ Documents

4% Computer
& Local Disk (C) -

Gl LTGRCAZ et

Music
Pictures

Videor

File pame: v |50 Certificate (cestem)

T -

Please click the “Next” button on the following
window.

Within the next window, please select the option
“Place all certificates in the following store” and
then click “Next”.

The next and final window will provide a summary
of the actions performed so far and by clicking
“Finish” the import process starts:

LuxTrust S.A. T +352 24 550 550 IVY Bu
E helpdesk@Iluxtrust.lu 13-15.
V1.0 L-8308
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Certificate Import Wizard
-

File to Import
Spedfy the file you want to import.

File name:

Ci\Users), ‘Downloads TGRCAZ crt

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (,55T)

Learn more about certificate file formats

(<toa > | ) e

e I
Certificate Import Wizard
-

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

@ placs all certificates in the folowina sters
Certificate store:
Trusted Root Certification Authorities

Browse...

Learn more about certificate stores

[ <Ead<( ” Next > Jl Cancel l
VA

— N >_4

o ot Winard ——— ]|
Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate wil be imported after you dick Finish.

You have specified the following settings:

(Certificate Store Selected by User RIS Bl oy e
Content Certificate

File Name Ci\Users),

< m (2

< Back Finish Cancel
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Security Warning (——

You are about to install a certificate from a certification authority (CA)
claiming to represent:

LuxTrust Global Root 2

Windows cannot validate that the certificate is actually from "LuxTrust
Global Root 2", You should confirm its origin by contacting "LuxTrust

Before the Import can be termlnated’ a “Secuﬂty Global Root 2". The following number will assist you in this process:
Warning" appears. Please confirm with “Yes”. Thumbprint (shal): 1EDES619 0AD18B25 98B20444 FFE68A04 17995F3F

Warmning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

When the import was successful, the following window will
appear:

Fle Acon Vw Help
s 200l [ 7hod

Cument User

Finally the imported certificate “LuxTrust Global
Root 2” will appear in the list.

Important information:

Please close the application certmgr by clicking on the cross (X) on the right top of the application
after the certificate has been imported successfully.

If the application has not been closed properly, other users will have the possibility to import any other
certificate on your computer.
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